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WordPress Security Scanner by the WPScan Team

Sponsored
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Version 2.9.1
by Sucuri - https://sucuri.net
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Reference: http://www.behindthefirewalls.com/2014/11/wordpress-denial-of-service-responsible-d
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Fixed in: 4.0.1

Title: WordPress

Reference: https:
Reference: https:
Reference: https:
Reference: https:

Fixed in: 4.7.1

ru/
r 30 01:58:28 2017

lable under: ‘http://www.
ry from robots.txt: http://www.
ry from robots.txt: http://www.

‘robots.txt’
.ru/wp-login.php
.ru/wp-register.php
.ru/feed/

://wpvulndb.com/vulnerabilities/6012

://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5296

2.0 - 3.0 Remote Authenticated Administrator Add Action Bypass
://wpvulndb.com/vulnerabilities/6013
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5297

2.0 - 2.7.1 admin.php Module Configuration Security Bypass
://wpvulndb.com/vulnerabilities/6019
//www.securityfocus.com/bid/35584/

<= 4.0 - Long Password Denial of Service (DoS)
://wpvulndb.com/vulnerabilities/7681

://wordpress.org/news/2014/11/wordpress-4-0-1/
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9034

://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_long_password_dos

://www.exploit-db.com/exploits/35413/
://www.exploit-db.com/exploits/35414/

<= 4.0 - Server Side Request Forgery (SSRF)
://wpvulndb.com/vulnerabilities/7696
//www.securityfocus.com/bid/71234/
://core.trac.wordpress.org/changeset/30444
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9038

<= 4.7 - Post via Email Checks mail.example.com by Default
//wpvulndb.com/vulnerabilities/8719

//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5491

//github.com/WordPress/WordPress/commit/061e8788814ac87766d8b95688df276fe3c85
//wordpress.org/news/2017/01/wordpress-4-7-1-security-and-maintenance-release

C:\Users\leksadin\Desktop

nmap login.

Starting Nmap 7.10 ( https://nmap.org ) at 2017-83-30 02:88 RTZ 2 (ceia)
Nmap scan report for login.

.ru -sV -Pn -p 1-65535

.ru (195.245.2085.104)

Host is up (©.823s latency).
Not shown: 65523 filtered ports

PORT
21/tcp

25/tcp

80/tcp

143/tcp
443 /tcp
465/tcp
993/tcp
5222/tcp
5223/tcp
5269/
21401
21451

STATE
open
open
open
open
open
open
open
open
closed

SERVICE

ftp?

smtp

http

imap?

https?
ssl/smtp
ssl/imaps?
xmpp-client?
hpvirtgrp

VERSION
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